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Overview

§Motivation

§Account Recovery Process

§Methodology
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Hyperledger

§A permissioned distributed ledger 
network

Account Recovery in Decentralized Applications



7/15/19{ INSERT TITLE HERE ]
4

Hyperledger

§Smart Contract / Chaincode

§Transaction

§Asset
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Motivation

I lost my 
account! 

Hello..?

Centralized Decentralized
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Basic Idea
Public Ledger
A sent B 1000 coins

I remember I 
bought a phone 

from Bob

I remember Alice 
bought a phone 

from me

A:Alice B:Bob

Trade partnerAccount owner

Maybe A bought 
a camera from 

B? 

Other users
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Account Recovery Process

Spam 
Filter Voting

Submit 
recovery 
proposal

Account 
recovered
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Account Recovery Process

Spam 
Filter

Voting
Spam 
Filter

Voting
Spam 
Filter

Owner 
Vetoed
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Account Recovery Process
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Potential Attacks

Account Recovery in Decentralized Applications

§ 51% Attack as a trader

§Social engineering
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Spam Filter
Recovery Proposal

Proof(detail)

Statement
Voting
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Voting
§ C: correct vote reward

§ W: incorrect vote reward

§ t: cost of time
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Short Demo

User Asset before the recovery User ACoin amount

§ Alice: 1000

§ Bob: 1000

§ Chloe: 1000

§ David: 1000

§ Ethan: 1000

§ Frank: 1000

§ Alice (new): 200 

Voters

Original 
Account

Recovery 
Initiator
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Short Demo

Prepare to submit Recovery transaction User ACoin amount

§ Alice: 1000

§ Bob: 1000

§ Chloe: 1000

§ David: 1000

§ Ethan: 1000

§ Frank: 1000

§ Alice (new): 0 

Voters

Original 
Account

Recovery 
Initiator
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Short Demo

After the Recovery transaction is submitted User ACoin amount

§ Alice: 1000

§ Bob: 1000

§ Chloe: 1000

§ David: 1000

§ Ethan: 1000

§ Frank: 1000

§ Alice (new): 0 

Voters

Original 
Account

Recovery 
InitiatorRecovery Proposal created in Asset
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Short Demo

Voter vote based on decrypted proof
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Short Demo

User Asset after the recovery User ACoin amount

§ Alice (old): 0

§ Bob: 1025, voted True

§ Chloe: 1000, voted False

§ David: 1025, voted True

§ Ethan: 1025, voted True

§ Frank: 1025, voted True

§ Alice (new): 1100 
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Related Works

§ Lee et al. (2017)
− A Robust Identity Recovery Scheme for the Ethereum 

Blockchain Platform

§Maram et al. (2019)
− CHURP: Dynamic-Committee Proactive Secret Sharing
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Conclusion

§Contribution
− A new method for account recovery

– Voting by previous trade partners
– Solution is decentralized
– No action required before recovery

§Future Work
− Account clustering
− Other platform
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Questions?
§ Project website and Github repo: 

− https://rpi-scales.github.io/account-recovery/
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https://rpi-scales.github.io/account-recovery/

