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Private Group Communication
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Intfroduction
What is the problem with Private Group Communication?

Who has sent private information to another person on internete

Who has sent private information to a group of people on the internet?

Who has sent private information to a group of people they've never mete

Is there a solution for securely sending private information fo an anonymous group?




Current Group Key Protocols
What is the problem with the current standard of securely distributing a Group Key?

( )

They require every user to actively participate in the entire Group Key creation process.

\_ _J/
( )
They require a trusted centralized third party to transfer the information.
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Creation Security 1Y \Z=1Y;

.

{ The distributed immutability of blockchain technology can help.




Challenges

WITH ESTABLISHING PRIVATE GROUP COMMUNICATION ON THE OPEN DISTRIBUTED BLOCKCHAIN




Open Distributed Blockchain

Three Main Challenges

Blockchain Attributes
Open Data Closed Data
Anyone

Write Data
Public Access Read Data  Permission
Write Data Permission | Write Data Permission

Private Access Read Data Anyone | Read Data  Permission

[ In Ethereum anyone can read or write data. ]




Private Group Communication on the Open Distributed Blockchain
Challenge #1

/

Decentralized Le!ger Technology

g When is he going to
| just wrote you e Y send me that transaction
a transaction. ot 2 for creating the group

! > key?

Passive Data Transmlssmn

Passive e New information written to

& the ledger needs to notify
Non-interactive group members.

Solution: Everyone transacts their information to a smart contract which creates a nofification.




Private Group Communication on the Open Distributed Blockchain
Challenge #2 8

[ Distributed Immutability and Public Verifiability come with a cost. ]

Blockchain Aftributes
Open Data

Public Access

* Anyone can see the
information on the ledger.

Open Data

[Solu’rion: Encrypt the data. ]




Private Group Communication on the Open Distributed Blockchain
Challenge #3 9

[Transferring information via the Open Distributed Blockchain is inefﬁcient.]

(

SIOW * The time for tfransactions takes anywhere from a
second to an hour depending on the amount of gas

TI’CI NSQC -|-| ons provided and the current mining pool.

NG
(

(]
ExpenS|Ve  Smart Confracts aren’t designed to be databases
because of the high cryptocurrency costs for data

TI’CI NSAC '|'| ons storage to pay miners.

o
(

Perma nen'l' » Encrypted data stored on the open distributed
blockchain is permanent so if the key is stolen or brute

Tr(] NSJd C'|'|O aN forced at any point in the future it can be decrypted.

o

[Solu’rion #1: Cope with inefficiency. ] [Solu’rion #2: Send information via email. ]




Ditfie-Hellman Key Exchange

FOR ESTABLISHING A PRIVATE COMMUNICATION CHANNEL




Diffie- Hellman key Exchange Principle

&y =g =)

K= (GXmod N)" mod N

= (GY mod N)* mod N

= GXY mod N




Diffie- Hellman key Exchange Example

N=11, G=2
o Alice picks for K7,
o Bob picks for K-7g

Alice computes 0 Bob computes
o (2*mod 11)= (16 mod 11)=5 o (5°mod 11)
o Sends this to Bob = (125 mod 11)

Bob computes ‘ Q Alice computes

o (2mod 11)=(8 mod 11)=8 o (8*mod 11)
o Sends this to Alice = (4096 mod 11




Previous Research

FOR ESTABLISHING PRIVATE GROUP COMMUNICATION




Group Key Creation with
Diffie- Hellman key Exchange

(g )= %= (&)

K = ((G* mod N)" mod N)* mod N

= ((G¥_mod N)* mod N)* mod N

= ((GZmod N)* mod N)" mod N

= GXY2 mod N




Shared key among multiple parfies 15

» Group key creation among 3 members

>
>
>

Alice computes g¢ and sends it to Bob.
Bob computes (g9)P = g9 and sends it to Carol.
and uses it as her secret.

Bob computes gP and sends it to Carol.

Carol computes (gP)¢ = g°° and sends it to Alice.

and uses it as her secret.

Carol computes g€ and sends it to Alice.
Alice computes (g€)® = g©? and sends it to Bob.
and uses it as his secret.

Problem: Everybody must do (n) discrete exponentiation



Group Diffie Hellman Key Exchange Algorithm
Based Secure Group Communication

Lavanya R, Dr. S V Sathyanarayana.
International Conference on Applied and Theoretical Computing and Communication Technology, IEEE 2017

Ring Diagram

I Private Key = xn | | Number Generator = A |

| Prime = p| | Group Number =n |

o

O O ©

(All operations assumed to be modulo p)

List = {Aq, A"}
—Phase {—>» List = {A1X2' }\Zﬂ')\aXI,XZ}

—Phase 2—»

List = 0\1X2.X3. )\2X1,XS')‘311.X2'A4X1.X2.X3}

How it works
Up Flow Stage

User 1 adds to a list every possible combination of the generator
raised to the power of their private key and passes it to User 2.

User 2 adds to a list every possible combination of the generator
raised to the power of their private key and passes it to User 3.

User 3 adds to a list every possible combination of the generator
raised to the power of their private key and passes it to User 4.

The last user raises every number in list to the power of their private

Phase 3 key.
List = {A[2X3X¢ ) X1X3X4 )\ X1.X2X4 ) X1 X2X3x4) Down Flow Stage
€ Phase 4 Final Phase The last user sends the list left back to User 3, User 2, User 1 who
Group Key Group Key Group Key Group Key then raise their group key to the power of their private key.
Ay X2,%3,x4,x1 = )\211 X3,x4x2 = )\3"1 X2,x4x3 = )‘4“ X2,%3 x4

Exponentiations: n

User 1, User 2, User 3, User 4 have calculated the same group key.



A better waye (e.g., 8 people) 17

» With divide-and-conquer, each perform one exponentiation,
yielding g@,<d; this value is sent to

» Inreturn, participants A, B, C, and D receive gefeh,

> each perform one exponentiation, yielding gefehab, which they send to
, while C and D do the same, yielding gefehcd, which they send to A and B.

» A performs an exponentiation, yielding gefehcda, which it sends to B; similarly, B
sends gefghcdb 1o A, C and D do similarly.

» A performs one final exponentiation, yielding gefehcdba = gabedefgh while B does the
same to get gefghcdab = gabedefgh; qgain, C and D do similarly.

> simultaneously perform the same operations starting gaed

» Once completed, all participants will possess the secret gabedefsh, byt each participant
will have performed only four modular exponentiations, not eight by a simple circular
arrangement.

» We canreduce the number of modular exponentiations to logs(N) + 1




An Efficient Improved Group Key Agreement Protocol

Based on Diffie-Hellman Key Exchange

Yang Guang-ming, Lu Ya-feng, MA Da-ming.
IEEE, 2017

Binary Tree Diagram How it works

Private Key = xn | | Number Generator =,\| |prime N pl | Group Number = "I User 1 and User 2 both raise the generator to the power of their

private keys and trade with each other.

(All operations assumed to be modulo p) ! : .
User 2 raises User 1's result to the power of their private key.

Divide and Conquer User 1 raises User 2's result to the power of their private key.

User 3 and 4 perform the same steps as User 1 and User 2.

User 1 trades their result with User 3 and raises the other’s result with
their current number.

User 2 trades their result with User 4 and raises the other’s result with
their current number.

User 1, User 2, User 3, and User 4 have all calculated the same
Phase 2 group key.

Exponentiations: log,(n) + 1




Secure Collaborative Key Management for

Dynamic Groups in Mobile Networks

C. J. a. M. H. Sukin Kang
Journal of Applied Mathematics, 2014.
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Problem #1 with Traditional Group Key Algorithms 20

- Needs an inferaction

| Private Key = xn | | Number Generator = A | | Prime = pl | Group Number = n | Private Key = xn | | Number Generator = AI | Prime = pl | Group Number =n

(All operations assumed to be modulo p)

1 2 3 n
@ @ @ Divide and Conquer

(All operations assumed to be modulo p)
List = {A, A"}

Phase 3
List = ()\1)(2.)(3~ )\2X1.XS'AJXLX.Z}%X‘I.XZ.XS}
Phase 3 »

List ={A1X2.X3.)(4' }\le.X3.X4.}\3X1.XZ.X4.)\4X1,X2.X3.X4}

Phase 4 Final Phase Phase 2

Group Key Group Key Group Key Group Key F qil
A X2.%3,x4.x1 = A,X1.X3,x4,x2 = AX1.X2,x4,x3 = Nx1_x2,x3.x4
1 2 3

All users must actively participate in all phases of the process.




Problem #2 with Traditional Group Key Algorithms 21

Impersonation Attack

Malicious Node

Man in the Middle Attack

Reconnecting

— The connection has been lost. Attempting
" to reconnect to your session...

"QQ:' Connection attempt: 1 of 20




Proposed System

FOR ESTABLISHING PRIVATE GROUP COMMUNICATION
ON THE OPEN DISTRIBUTED BLOCKCHAIN




Private Keys, Public Keys, and Wallet Addresses

How are Private and Public Keys used? How are Wallet Addresses created? 23

There are three types of encryption:

Encryption Decryption . Alce Symmetric Encryption

T ; | T . AR 4

55 27 :IIcets K4
Original Public ~ Scrambled  Private Original Mivate: Koy - ? Same Key
data key data ey data

Alice's 5 Combine
Public Key Keys usn 169.

|

Y

|
E= W

Clpher Text

3
Private Key

Private Key Public Key Ethereum Address B e v "'\
(256 bits) (512 bits) (160 bits)

Public Key —P‘

Randomly

enerated 256-bit
i ' Cryptography

Elliptic Curve Ke Kk 256 Hash

A Wallet Address is created from Public Key #1 Ethereum



Private Group Communication on the Open Distributed Blockchain
Our Proposed Solution. But not the only solution available. 2 4

A Private Group Communication Channel is established
and utilized outside of the blockchain using EMAIL.

Requires all
users to tfransact Wallet
3ditems to a Address

smart contract

Smart Contract User List

' User Index | User Wallet Address User Public Key User Email Address

.TRANS ACTION 1 Wallet Address Public Key Email Address

mmmm Wallet Address 2 Wallet Address Public Key Email Address
Public Key

@ Email Address
I Wallet Address Public Key Email Address




Private Group Communication on the Open Distributed Blockchain

Solution: Step 1 25

Step 1: A group of users publish an Ethereum Wallet Address, Public Key and an Email Address.

Distributed o
Data /Rl The Wallet Address,
e LI i ke, cnd Emal
R L Full Ethereum Node{?' 7° efff oublished to the open
Wallet Smart \ Full blockchain
Wallet ; Contract bl |
Public Key Public Key Ulser List @Efrze:jeum’
Email Email Transaction [0
Wallet Wallet 1. | | 7 N
: Public K | / Full Other users may then
Puzlrlr::aﬁey uEriwcailey \ / \‘E*hereum retrieve these items to
UL | establish private group
> communication by
User User . / Full calculating a shared
Ethereum key to encrypt a
——~ \ Node / Group Key in Step 2 by
/[ Ful \ using Diffie-Hellman
Ethereum cryptography
:_Node' /




Private Group Communication on the Open Distributed Blockchain

Solution: Step 2

Step 2: A self elected Group Leader creates and distributes a Group Key to selected recipients.

Distributed 3
Pata Full

Ethereum

: : Node
Full Ethereum Node A/ ~_

Smart v Full
Contract &Y Ethereum
User List Node

Recipient Recipient

Receive

Redi
ecieve e

Group Key

Internet
Receive 1. . A Full

Group Key
Full

Recipient X Ethereum
; - Node

Node

Full
Ethereum
Node
Distributed
Data

IPFS Node | |PFS Node |

IPFS Node |

26

1. Group Leader requests the user list from a Web
Interface.

2. Web Interface requests the user list from a Smart
Contract.

3. Smart Contract sends the user list back to the Web
Interface.

Ethereum

4. The Group Leader receives the user list and builds the
GroupJSONFile.

5. The Group Leader uploads the GroupJSONFile to IPFS.

6. IPFS receives the file and distributes it to a data hosting
node.

7. IPFS returns the hash string fo download the
GroupJSONFile.

8. Group Leader receives the IPFS hash string.

9. Group Leader emails the JSON extractor web link and
IPFS hash string to selected recipients.

10. Recipients receive the GroupJSONFile IPFS hash string
and JSON Extractor web link to extract the Group Key.




Pairwise Diffie-Hellman Cryptography

User A

1. Choose Random Number: x

x = Private Key
p = Prime
) = Primitive root of p

xX<p

2. Calculate Public Key: X
X = A" mod(p)

Our Group Encryption Protocol
retrieves the Public Key from the
smart contract for each selected

recipient and calculates Diffie-
Hellman shared keys to create a

group private channel.

Smart
Contract
User List

Private Group Communication on the Open Distributed Blockchain

27

User B

1. Choose Random Number:

= Private Key
p = Prime
A = Primitive root of p

<])

2. Calculate Public Key: Y
Y = X" mod(p)

3. Calculate Shared Key: S,

Sa.B=Y" mod (p)

Private Channel

3. Calculate Shared Key: S,

Sa,B =X mod (p)

Encrypt(Data, S, p)|Decrypt(Data, S, i)




GroupJSONFile Architectural Layout

GroupJSONFile Layout

groupLeaderWalletAddress

groupLeaderPublicKey

groupName
recipientWalletAddresses]

recipientPublicKeys]

recipientEncryptedGroupKeysi]

(Optional) encryptedData




Interplanetary File System (IPFS)

Uploader

-
\/lfb d

@/ Host server

e.g. Google Drive

Uploader [— ]

(a) Centralized system (b) IPFS
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Smart
Webulg:l:ace o refreshUserlist() | Request All Users 5| Contract

User List
(Group Leader) l— Create Group Name

1 — Create Group Key

Receive All Users

3.

5. sendGroupKey() <

Select Recipients 6.createGroupJSONFile()
7. uploadTolPFS()

8. notifyEmails()

9. V\

Recipient 1's email | Recipient 2's email Recipient g's email




Smart Contract
D n User List

. Web Interface Total Users: n |Blockchain|

— Access Web Interface —»;

— Create: -Wallet Address ———join()
-Private Key
-Email Address

calculateMyPublicKey() —>»{ Total Users = n + 1

Wallet Address —»f
Public Key ——>»
— Email Address —»

— Refresh User List

— refreshUserList() » Distributed
<— getUserBylndex(n) @

—Create Group Key——>|
—Create Group Name —>|
— Select Recipients ——|
—Send Group Key ——»+— sendGroupKey()

. | IPFS |
createGroupJSONFile()

Start

v GroupJSONFile
groupLeaderWalletAddress

grouplLeaderPublicKey Internal
roupName T

Write group! Functions

Operation| recipientWalletAddresses[]

recipientPublicKeys[] g
recipientEncryptedGroupKeys[]| sharedKey()

Finish| (Optional) encryptedData

uploadTolPFS(GroupJSONFile) Y Distributed
gGroupJSONFi/e IPFS hash string
n

otifyEmails()}——» @ @
<%




Group File Creation X -+

<« C @ localhost/BlockchainDAPP

Gl‘Ollp Key WEb Intel’face Select the users allowed to decrypt the file:

Your Wallet: Refresh the smart contract user list | (1 other users not including you loaded)
0x10FB893e8Fc031D4d4f0E087EcdD832ac8Ad66¢6

Load a data file:
Choose File test.txt

Private Key:
96f0653960dd73bbb02b608ce84ed671

Notification Email Address:
userTwo@email.com

Join Smart Contract | Unjoin Smart Contract

Group Key:

69f38c1a46ec69b4e43871968377a443 Generate

Group Name:
UNLV

You've selected 1 users. Click it's button to remove that
user as a recipient:

0x3d66e6DD14Fa322C8aBE6302d192a1696a6258bD

Send file to selected users




Group File Extractor X +

< C @ localhost/BlockchainDAPP/JSONExtractor.php?groupfile=QmSyDfHvytRVyQ4jSsrSceWePTNLhPnzwgrLBkh1jsiWsZ

JSON Extractor

Your Wallet: 0x3d66e6DD14Fa322C8aBE6302d192a1696a6258bD

Group File IPFS Hash:
QmSyDfHvytRVyQ4jSsrSceWePTNLhPnzwgrLBkh1jsiWsZ Load Details

Sender Address: 0x10FB893e8Fc031D4d4f0E087EcdD832ac8Ad66c6
Group Name: UNLV

Recipient Status: You are a recipient.

Decrypted Group Key: 69f38c1a46ec69b4e43871968377a443

Private Key:
d6b12d4c78fd9bfc24738f1443553c3f Decrypt and Save




Performance Analysis

FOR GENERATING AN ENCRYPTED GROUP KEY
AND PREPARING IT FOR EMAIL
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Protocol Action Rounds Messages Mod Exp. Signature Verification
i 3 3 3
LJ:):?‘ ': "T‘ "I:i T ":‘ Protocol Action Rounds Messages Mod Exp. Signature Verification
aex Merge m+3 n+2m+1 n+2m+1 m+3 n+2m+1 Join 2 2 2n-1 0 |
Partition 1 1 n-p 1 1 DGKA Leave 0 0 0 0 0
Join 2 3 7 3 3 Merge 0 0 0 0 0
STR Leave 1 1 Gn+d)2 1 1 Partition 0 0 0 0 0
) Merge 2 3 3m+4 2 3
Partition 1 1 Gn+d)2 1 1 Stage Action Send Receive Mod Exp. Signature Verification
Join 2 3 3h-3 2 3 Join 1 1 2 0 1
v Leave 1 1 3h-3 1 1 S— Leave 0 0 0 0 0
TODH Merge p) 3 303 3 3 Sencaaltiecs Merge 0 0 0 0 0
Partition h 2h 3h h h Partition 0 0 0 0 0
Join 2 2n+2 3 2 n+3 Join n-1 n n-1 0 0
Leave 2 2n-2 3 2 n+l Leave 0 0 0 0 0
BD Merge 2 2n+2m 3 2 n+m+2 Groupleader Merge 0 0 0 0 0
Partition 2 2n-2p 3 2 n-p+2 Partition 0 0 0 0 0
Join 3 3 n+2 3 3
CKD Leave 1 1 n-2 1 1 .. X
Merge 3 ) TreI 3 T Our protocol uses a similar amount of operations.
Partition 1 1 n-p-1 1 1 ..
Toin 3 2 n+2 3 3 Our protocol performs above the standard efficiency.
e Leave 1 1 n-1 1 1 . . ong onQne
COPH - Merge 2 2 ] 2 2 Our protocol is immune to fraditional vulnerabilities.
Partition 2 2 n-p 2 2

All of these are based on ring and binary tree designs.




Our Results

Email Preparation: GroupJSONFile creation, IPFS upload, and IPFS hash retrieval in seconds

B 1024 bit Public Key B 2048 bit Public Key M 3072 bit Public Key
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Recipient Group Size
Local Performance Analysis: 4 character Group Name and 128 bit Group Key

After all of the users publish their required items to the smart contract a Group Leader may establish private
group communication for 500 users in 0.852 seconds of fime using the 3027 bit Public Key IETF standard




Conclusion and Future Work




Conclusion

Our protocol is the only one available that operates on the open
distributed blockchain.

Our protocol is more secure than the alternatives.

No software required, only a regular computer and internet access.




Future Research

[ Future research would enable 3 new features: ]

-

* A 256 bit Public Key is equivalent to a 3027
Diffie-Hellman bit Public Key meaning faster and
cheaper transactions for the same security.

Implementing Elliptic
Curve Cryptography

o
-

* A solution for establishing long term private
group communication channels that can’t be
decrypted if the Group Key is stolen.

Implementing Perfect
Forward Secrecy

o

Klmplemenﬂng dynamic
Adding and Removing
of users to an existing

L group

* A solution for private group communication
channels needing to be reinstated each time a
user is removed or added to an existing group.




The Grand Conclusion

Questionse




